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Introduction to the Committee

The Economic and Social Council (ECOSOC) is a United Nations organ
dedicated to focus on the main divisions of sustainable development, which
are the economic, social, and environmental aspects, as well as the promotion
of better life quality, full employment, and the economic and social progress of
nations. The ECOSOC also hosts United Nations (UN) major conferences and
summits, constituting an important stakeholder since its establishment in 1945
as one of the six main organs of the UN. Topics debated in ECOSOC may vary
from intergovernmental discussions of major global issues to the
implementation of programs that influence people’s lives.

Introduction to the Topic

A cyber threat is defined by the Computer Security Resource Center (CSRC)
as any circumstance or event with the potential to harm an information system
through unauthorized access, destruction, disclosure, modification of data,
and/or denial of service (2017). Financial cyber threats involve uncertainty
about the present or future financial situation of a person or entity. These
threats can vary from schemes designed for average users to state-sponsored
programs with financial, political, or ideological objectives.

Global impact of cyber threats. Financial cyber threats generally strive for
theft, espionage, financial damage, and disruption, among others. A financial
cyber-attack can have a direct impact on the economy, which can be
appreciated in the global gross domestic product (GDP) according to senior



analyst Warwick Ashford (2018), who states that cybercrime can cost up to
0.8% of this number, affecting businesses all around the world in both the
short and the long term. Cyber-attacks can be carried out by criminal groups
who seek to increase economic resources like the Carbanak group, who
targeted financial institutions to obtain over 1 billion dollars from 2013 to 2018.
Nevertheless, many of the authors of these attacks are state and
state-sponsored attackers who act over political or ideological convictions,
such as North Korea, which has stolen approximately 2 billion dollars from 38
countries from 2016 to 2021.

There are several methods through which cyber security violators attack, but
the most frequently used are the following three. In the first place, the
Distributed Denial of Service (DDoS) attacks, which consist of the forced
unavailability of an online service by the excessive amount of user traffic from
different locations and devices. Large networks of controlled devices called
“botnets” are created by cybercriminals by planting malware to be able to use
a large amount of these, this way the online site slows down its functioning
and allows cyber criminals to use this reaction as a distraction generally for an
attempt to carry out other cyber-crimes. The second method is Automated
Teller Machine (ATM) tampering, which works on a smaller scale since it
interacts with an individual’s bank account rather than with information. ATM
tampering consists of an alteration of the machine’s physical parts or the
alteration of the same by introducing devices with the objective of reading the
magnetic band and pin of a card for criminals to replicate it. Finally, the third
method is called “trojan horse” or “trojan”, which works by tricking the user
into thinking that it is a legitimate program when it is not. The purpose of
gaining the user’s trust is to work as a guide to download a program that gives
criminals access to the user’s information, control of the device, the possibility
to use it for DDoS, among others.



The beginning of the problem. Cyber threats have represented a problem
since the beginning of the internet around the decade of 1970. The first
computer virus was developed in the year 1971 by Bob Thomas, a researcher
for BBN Technologies in Cambridge, Massachusetts. He discovered that a
program could navigate across the network, traveling from one computer to
another by itself. The virus was named “Creeper” and it was programmed to
print the message “I’M THE CREEPER: CATCH ME IF YOU CAN” on every
computer it infected. Although it did not cause any harm, it is considered the
first digital virus because of the characteristics it possessed to transport itself.

In 1973, the first antivirus was programmed by an American programmer called
Ray Tomlinson, the inventor of the first mail messaging system (1971). The
program was called “Reaper” and was designed to find copies of the Creeper
virus and delete them, with the revolutionary idea to make the Reaper program
self-replicate itself.

Regarding the weaponized use of the internet, the first appearance of this use
was in 1986 by a German citizen named Marcus Hess, who accessed 400
American computers, including pentagon-owned monitors, by hacking into
them. He intended to sell private information to the Russian espionage agency
(KGB) but was stopped by the American astronomer Clifford Stoll, who used
informatic-trap systems called honeypot systems to trace the hacker.

Despite these previous events, the first cyber-attack took place in the year
1988 by Cornell University graduate student, Robert Morris and was not
carried out intentionally. Morris intended to measure the extension of the
internet, as the program was supposed to navigate the web installing itself into
computers to count the number of copies installed to figure the number of
computers connected to the internet. However, an unexpected issue arose; the
program would install itself up to 7 times into a computer regardless of if it had



already been installed. Infected computers started to fail and get weak
because of this program until a point where they stopped working. The “Morris
worm”, as it is called, infected about 10% of all computers connected to the
internet at the time and it is considered the first DDoS attack.

Most relevant nations. Countries around the world may have different
cybersecurity management. This depends mainly on internal factors such as
historical context or external conditions such as commercial relationships with
other nations. There are countries like the United States or China, which have a
strong technological industry, or countries such as Brazil or India, which
despite not having a very developed cyber defense system, are working to
achieve security in this aspect.

For example, the United States’ president Joseph Biden recently implemented
an executive order (EO) with detailed statements that make clear the actions
demanded to improve cybersecurity. The EO targets different key points and
emphasizes manufacturer and developer companies of technological products
by improving the safety assurance required, directly affecting both software
and hardware industries. After the United States, the People’s Republic of
China has been ranked as the country with the most cyber capacity worldwide
by the Belfer Center of Harvard Kennedy School. The fact that the current
Chinese administration prioritizes computer and technology development has
been a key factor in the development of this industry and has caused its
accelerated growth.

However, there are other countries that do not have an efficient cybersecurity
system for different reasons. For example, in Brazil, this problem is presented
mainly because the population, the government, and some companies have
relatively little knowledge of how to respond to matters such a cyber-attack,
therefore some might not consider it relevant. Nevertheless, the country strives



to improve cybersecurity, as in 2020, the technological and cybersecurity
services company Accenture acquired a provider of managed cyber-security
services named Real Protect. The company can provide cyber threat
monitoring, detection, and even response if needed. Another clear example of
a country yet to improve its cybersecurity is India. Due to the COVID-19
pandemic, India has been forced to improve national cybersecurity since it has
been seen that Indian companies have been affected financially by
cyber-attacks, which constitutes a significant threat since the indian economy
has a technological inclination. Just from January to March 2020,
cyber-attacks had risen by 37%, and 60% of all these attacks affected the
financial and insurance industry. The security software technical sales leader,
Sudeep Das, proposed to implement confidential computing to improve
isolation for secure enclaves of data as a solution to reduce the malicious
obtainment of it, assuring that even if a platform such as the cloud has been
accessed to, the information would be out of the perpetrators reach.

Cyber threats affect countries with both developed and growing security
systems; however, it is reflected on different scales depending on the case.
Countries with highly capable cybersecurity systems might not be as affected
as other countries, nevertheless they also need to improve their cyber defense
systems to recover from a cyber-attack as well as to prevent another. As for
countries with a relatively lower cyber capacity, a cyber-attack would force
these countries to strengthen their current defense systems, thereby making
them seek growth in new commercial ties, whether with the private sector or
with state-related programs or alternatives. 

Statistics. The International Monetary Fund (IMF) made a study that estimated
the possible average loss of monetary resources caused by a potential
cyber-attack to a bank: approximately 9% of the bank’s total income. In severe



cases, a cyber-attack can cost from $270 to $350 billion United States Dollars
(USD). 

Image A. This map graphically shows the global mining cybercrime percent in
2020. This type of cybercrime aims to obtain cryptocurrency from the users.
The colors help indicate the amount, with blue representing 0% and red
representing 10% (Kaspersky, 2021).

Image B. This graph shows the cost of data breaches worldwide from 2014 to
2019 in millions of USD. In 2014, the number was 3.50; the next year 3.79; in
2016, the number reached 4.00; then the number decreased to 3.62; it
increased in 2018 to 3.86; and finally ended in 2019 with 3.92 (IBM Security,
2021).



Image C. This bar graph represents the five main causes of cyber breaches
worldwide from the years 2012 to 2017, being “financial stress” the first,
followed by “willful recklessness”, third “nosey-ness”, then “attention seeking”,
and finally “flight risk” (Johnson, 2021a).



Image D. This graph shows the 10 most presented types of cybercrime
according to the United States Internet Crime Complaint Center, with
“Phishing/Vishing/Smishing/Pharming” as the lead cause (Johnson, 2021b).



Image E. Of these 10 selected countries (along with the global average
represented in gray), this is the order of the percentage of users who had been
victims of cybercrime from November to December 2019 (Johnson, 2021c).

Image F. This image depicts the 10 countries with the most cyber capacity
along with their score (Voo, et al., 2020).



Historical Background

The need for financial cyber-security has been present since the beginning of
credit card history in order to prevent cyber-attacks from hackers. Hackers,
however, have always found a way to break into the financial system of
different countries. The term “hacker” started to be popular around the 1960’s
as a way to refer to highly skilled individuals who knew a lot about
programming and whose job usually involved taking a program or a website
and modifying its functions.

Morris worm attack- United States (November 2, 1988). This attack was
history’s first malware, named after its creator, student Robert Tappan Morris.
Everything started on November 2 at 8:30 pm when a program was released
into the Internet from a device at the Massachusetts Institute of technology
(MIT). This worm propagated at a fast speed, crushing computers inside and
making them malfunction. In the next 24 hours, around 6,000 of the 60,000



computers that were connected to the internet at the time had been infected,
only targeting computers with a specific operating system named Unix. Vital
information was compromised, e-mails were delayed for days, and in order to
control the situation, many institutions wiped their systems or disconnected
their computers. It took around 2 complete days to remove the worm from
each computer. Some of the institutions affected by this attack were Stanford,
Princeton, Harvard, NASA, etc.

This was supposed to be an intellectual exercise but ended up functioning as a
denial-of-service (DoS) attack. The attack’s cost started at $10,000 but an
estimate made by the US Government Accountability Office calculated the
range of the damage was between $100,000-$10,000,000. This event had a
huge impact in the United States because it showed how vulnerable
computers could be, making citizens begin to think more about cyber-security
in computers which led to the creation of the first computer emergency
response team in Pittsburgh and the development of computer intrusion
detection software.

Distributed Denial of Service attack - Worldwide (October 21, 2002). This
was a massive attack with an unknown beginning that corrupted the Web
traffic of 9 out of the 13 DNS “root” that had the power to command the
Internet; seven of them were completely disabled by the DDoS for a little over
an hour. This attack worked by giving the DNS roots ten times the amount of
work they usually handle and was performed via ICPM requests to these root
services. The chairman of the Internet Software Consortium maintained that
this attack “was only visible to people who monitor root services or whose
backbones feed root servers”, given that the internet was still functioning and
the worst thing that could have happened to users during the attack was a
website delay. As a result of this event, operators developed a technique called
Anycast that could help in case of another DDoS attack.



DDoS attack- Estonia (April 26, 2007). This attack was caused by the
controversial relocation of a Soviet-era statue in Tallinn, the capital of Estonia.
It first affected government and political party e-mails, then news outlets, and
finally two of the main Estonian banks, suspending online banking,
deactivating card transactions, and stopping ATMs. The government closed all
international web functions for weeks and wreaked havoc across the country.
The Russian government was accused of being in charge because some
attacks were generated from Russian IP addresses, but given there was no
strong evidence to prove this theory, the conclusion that it had been organized
by different gangs was reached. After the attack, the Estonian government
created a voluntary cyber-defense unit and hired Ministry-trained IT to prevent
this from happening again.

Citibank ATM accident- United States (Late 2007-February, 2008). Some
hackers entered the Citibank ATM’s network and pocketed at least $750,000 in
cash. Authorities said that the ATM server was hacked and the credit card pins
were lifted, leading to the fraudulent event; it is also known that prepaid cards
were compromised in this scam, which means the stolen amount was bigger
than expected.

This scam was performed only inside 7-Eleven stores because the stores’
ATMs were not bank property and therefore had a more vulnerable system
than Citibank’s server. Although some customers received warnings about
some 3rd party ruptures in the ATM processing system, Citibank denied to
Wired.com that their systems were hacked. Representatives of the company,
however, advised the FBI that the ATM system in 7-Eleven stores was broken.
Investigators later found that since one of the hackers was also from Russia,
most of the economic resources that were stolen ended up in that country.
Some of the perpetrators were arrested and imprisoned between September
and October 2008 for different charges.



French Bank hacking (January 1, 2008). A junior dealer who worked at the
French bank Société Générale performed some fraudulent transactions in order
to finance $7.2 billion in losses from risky businesses, reaching a point where
the transactions were worth €50 billion. The worker was arrested and served 3
years in prison.

Attack against Canadian Finance Department and Treasury Board
(2009/2011). This attack began in 2009 when the Canadian government was
targeted. As far as investigators know, some Chinese hackers broke into the
government’s system in different countries, leaking some pásswords and
granting external access to government networks. A bigger attack against the
Canadian government happened in January 2011, when Chinese hackers
accessed some highly classified information and broke into the Finance
department and Treasury Board, slowing down computers. When this was
identified, the government disconnected their computers and access to the
web was limited until everything finished. CBC pointed out that the hackers
had also accessed an agency that allowed armed forces to know about
science and technology. This forced the government to improve their web
security to prevent any related events from happening again.

Current Relevance

Due to the constant evolution of technology and the broad access it grants,
issues such as racial and social genocide attacks, civil military confrontations,
unfettered invasions of independent nations, and a rise of nationalistic and
dictatorial revanchism are all examples of negative tendencies that depict a
grim future perspective, with the newest issue to arise being the direct
cyberattacks towards financial industries through the internet.



As people become more reliant on digital financial services, the frequency of
cyberattacks has risen in the previous decade, with the finance sector
remaining the most affected, and cybersecurity becoming a danger to capital
adequacy. Because of the internet’s lack of oversight and monitoring, extremist
and hate content is becoming more common on social networking platforms
and blog sites, where posters even provide tools to other internet users to
harm cyber-companies.

Many webpages are held by creators who have committed crimes of terrorism
and hate, not just inciting them, but also detailing how to execute them. These
instructions have led individuals to commit acts against financial services
webpages and have been able to affect said industry thanks to the lack of
protection to internet access. It is very important that the internet is regulated
to avoid the spread of this particular harmful content and the methodologies
created by web creators. If the internet had more restrictions, the capacity to
elaborate an efficient plan to attack companies and their privacy would have
less success and the clients involved would have their personal data
protected.

The current global situation also plays a big role in addressing international
financial cyber threats. Because of the COVID-19 situation, the populace has
to depend on internet-based interaction more than ever before, making society
exceedingly susceptible in all facets of human activity. Malicious hackers are
taking full advantage of these flaws to conduct frauds and prey on
unsuspecting web users. Numerous perks of cybercrime have made it one of
the highest security dangers in today’s world during the restrictive steps to
prevent the transmission of the COVID-19 outbreak. The global economy is still
being harmed by the deadly coronavirus and nations all around the today are
experiencing numerous challenges in restoring economic stability.



The majority of countries are experiencing depression in their financial system
and this dire scenario has prompted around 80 nations to seek financial
assistance from the International Monetary Fund. The benefit of using the
digital domain to carry out cyberattacks is that it is less costly than
conventional terrorist methods because rather than having to purchase
firearms, ammunition, explosives and organizing conveyance, using the digital
domain for terrorist attacks involves simply a personal laptop or PC and
access to the internet.

The pandemic required that people started working from home to avoid
infection and maintain social distancing, but as a consequence there has been
exacerbation of cybersecurity. Working from home exposes people to unique
cyber security threats, such as aimed cyber-attacks. Data breach to private
information can have dire consequences for your financial and professional life
if jeopardized. Malicious hackers have begun to utilize the COVID-19 outbreak
to defraud users of their income and data, as well as obtain access to
networks.

Current actions and cases. Cyber threat intelligence is what cyber threat data
becomes after it’s been acquired, appraised in terms of origin and authenticity,
and analyzed using thorough and systematic processes by people with
competence and exposure to all types of content. Cyber threat intelligence,
like any intelligence, adds depth to cyber threat data by lowering customer
confusion and assisting in the identification of dangers and alternatives. To
provide reliable, accurate, and pertinent intelligence, researchers must spot
resemblances and contrasts in vast amounts of data and uncover forgeries.

Cyber threat intelligence has proven to be an important tool against
cybercrime because it can help decision-makers determine acceptable
company hazards, set controls and expenditures, and make a decision about



infrastructure and employees. It gives insights that lead and assist emergency
response and post-event actions, and promote the usage of signs by
authenticating, favoring, and defining the duration a sign is legitimate. The
following are current actions and cases related to cybercrimes:

● National City Bank debit accounts hacked (2010): National City Bank
customers and their debit card balances were compromised by a
system-wide financial hack. The company was notified of the
cyberattack, but it did not issue a statement or an indication of how
many customers’ accounts were accessed or how many funds had
been seized.

● Lebanese Gauss Virus (2011): At least 2,500 desktop computers, the
majority of them in Lebanon, were infected with a virus that harvested
system information but also included an unknown payload that could’ve
been devastating to vital infrastructure. This virus also featured a bank
account-targeting program that gathered login details. The virus
attacked accounts at the Bank of Beirut, EBLF, BlomBank, ByblosBank,
FransaBank, and Credit Libanais, among others in Lebanon. Clients of
Citibank and PayPal were also affected.

● JP Morgan Chase Cyber Attack (2014): The security breach involved a
hacking on American bank JPMorgan Chase, which is thought to have
exposed data of over 83 million users, including 76 million homes (about
two out of every three families in the nation) and 7 million small firms.

● SWIFT Hack (2016): During the summer of 2016, SWIFT, the platform
that banking companies use to communicate bank transactions worth
trillions of dollars every day, was attacked at least three times. The
robbery of $81 million from Bangladesh’s national currency via SWIFT
messaging in February shattered trust in the program, whose messages
had previously been considered valid.



● IcedID Banking Trojan (2020): Scammers launched an email-based
trojan distribution operation, primarily targeting English-speaking
individuals by luring them into downloading dangerous files with
COVID-19-related baits. The trojan has been having an effect on
banking organizations in the United States, the United Kingdom, and
Canada, including banks, payment card companies, mobile phone
companies, and e-commerce websites.

● Canadian Relief Fund Theft (2020): Security breaches on Canadian
public services were used to seize COVID-19 relief funds. The assaults
targeted Canadian government websites that offer services such as
immigration, taxation, pensions, and compensation. Many Canadians’
private data was exposed as a consequence of the terrorists’ hack on
Canada’s internet gateway, GCKey.

● New Zealand Stock Market Attack (2020): The New Zealand Stock
Exchange’s website was severely slowed by an avalanche of offshore
digital activity, and the market was unable to issue trade notifications as
necessary by regulatory authorities. With only an hour left for trade,
administration halted the entire system. The culprits’ email made it
apparent that this was a hostile attack.

Data and statistics. The following are some criminal cyber organizations that
have attacked banks during the last decade:

● The Florentine Banker Group.
● Cobalt Group.
● BlackShadow Hackers.
● FIN11.
● OldGremlin Group.
● REvil.
●



● BeagleBoyz.
● DeathStalker Group.
● Silence Group.
● Fancy Bear Hackers.
● Romanian Cyber Criminal Group.
● Infraud Organization.
● DownSec Belgium.
● CyberBerkut.
● Cyber Fighters of Izz ad-Din al-Qassam.
● Anonymous.

The economic impact of these attacks and the harm to public trust and
confidence might be enormous due to the potential cost they have. While the
majority of cyberattacks do not aim to disrupt the banking industry, operations
driven by monetary benefit or cyber-espionage can still be risky and damaging
to the economy. This is because theft of property, theft of personal and
financial information, embezzlement, fraud, post-attack disruption to the
regular run of business, forensic examination, restitution, elimination of
compromised information and systems, and image impact are all expenses
associated with cybercrime. Cybercrime cost the global economy between
$345 billion and $445 billion in 2014, 0.62 percent of GDP as a proportion of
global GDP.

It is estimated that at least 80,000 cyberattacks occur per day, summing up to
30 million per year. In recent years, the expense of leaks has been steadily
rising. The new risks that arose as a result of the transition to a digital
workplace significantly increased the cyberattack field and created a slew of
new weaknesses for cybercriminals to employ from their office spaces. The
cost of this type of crime has also increased due to programmed hacking
attacks and the transfer of currency via malware.



As these attacks increase, the number of victims also does. The health
consequences of cyberattacks may even parallel those of traditional terrorism,
depending on who the attackers and victims are. Victims of cybercrime and
internet attacks may experience emotional stress, which can cause anxiety.

Intervention. The growing potential of cyber assaults on financial institutions
is causing the banking industry to place a greater emphasis on cybersecurity.
Regulations such as GDPR (General Data Protection Regulation), which aims
to protect customer data and imposes harsh penalties on businesses that fall
victim to cyber assaults, are surely helping institutions prioritize cybersecurity.
Tesco Bank was fined 22,565,392 dollars in 2018 for failing to stop a 2017
cyber assault, which acts as a notice to other financial institutions who fail to
appropriately protect their customer data.

All of this implies that, according to a Lloyds Banking Group survey, banks
now consider cybersecurity to be a major concern for 2020. The fact that
cyber assaults have the capacity to do more than just take money from
customers’ deposits and access their information, but also lose businesses
their profit, image, and client base, makes it critical for banks to intervene.

Countries involved. As of today, many nations have started to take action
against cybercrime and developed their own unique preparation against
attacks due to the staggering rise it has shown in the past decade. The
countries that have the best defenses against cybercrime are Singapore, The
United States, Malaysia, Oman, Estonia, Sweden, Russia, Mauritius, Australia,
Georgia, France and Canada. 154 countries have authorized cybercrime
legislation, but mostly European nations are the ones that have shown large
rates of success, while many Asian and Pacific nations don’t. Every nation is
susceptible to cyberattacks, but there are countries such as Sweden, which



has the lowest rates in cyberattacks, or Canada, where the government
spends about $1 billion in cybersecurity.

International Actions

Requests for formalized interventions involving countries and international
coordination arose as four different but related tendencies in international
relations collided. First, internet usage increased, as did the number of
different types of use. Second, various governments realized that cyber
weaknesses posed a threat to not only their corporate infrastructures, but also
to the privacy of their populations as they went about their daily lives. Third,
the lack of a cohesive industry reaction, as well as attempts to build joint threat
reduction methods, highlighted an unmistakable governance gap. Finally, a
growing number of large and small cyber disasters have warned governments
about the consequences of failing to handle rising dangers. As a result of these
changes, governments have mobilized enormous national and international
resources to create a wide strategic plan in a range of methods.

R&D (research and development departments) is the component of a firm’s
operations that hunts for information in order to produce, construct, and
improve its goods, services, systems, or techniques. Investment in R&D
combines several areas of a corporation’s strategic business plan, such as
branding and reduction in costs, in addition to generating new goods and
adding new features to existing ones. Because of the worrisome rise in
cyber-threats over the last decade, cyber-security teams are starting to
become the standard in R&D.

NATO (North Atlantic Treaty Organization) has also been affected by the cyber
threat rise and has started to take more seriously cybersecurity and the
adaptation to cyber landscape. In July 2016, the allies signed a Cyber Defense



Pledge, agreeing to improve their cybersecurity measures as a top priority. All
Allies have strengthened their cyber defenses. NATO and the European Union
(EU) are collaborating on cyber defense under a Technical Arrangement
established in February 2016. In view of shared threats, NATO and the EU are
enhancing their cyber defense collaboration, particularly in the areas of
information sharing, teaching, investigation, and operations. Through the NATO
Business Cyber Partnership, NATO is also stepping up its collaboration with
industries.

Organizations have also stepped in to fight these attacks, for example, the
INTERPOL has organized several conferences to discuss this topic, and in the
7th Europol-INTERPOL Conference on Cybercrime, which gathered together
cyber specialists from police agencies, private business, international
institutions, and universities, the newest cyber risks, tendencies, and solutions
were explored in full detail to address enforcement problems in deterring and
prosecuting cybercrime internationally. The benefits and limitations of artificial
intelligence for criminal justice; the possible consequences of 5G technology;
cross-border availability of digital evidence; and barriers to international
collaboration in cybercrime investigations were also discussed. 

As for the FBI, the agency operates in a hub called the National Cyber
Investigative Joint Task Force (NCIJTF). The FBI is housed in a facility known
as the National Cyber Investigative Joint Task Force (NCIJTF). This task group,
which incorporates over 30 co-located organizations from the Intelligence
Community and law enforcement, is guided by the FBI. The NCIJTF is led by
top officials from partner organizations and arranged within operational units
based on critical cybercrime sectors. Tactics and intel are linked via these task
headquarters for optimum effectiveness against US threats.



The International Multilateral Partnership Against Cyber-Terrorism (IMPACT)
was established to gather the global community together in order to avoid and
combat cyberattacks. All nations are welcome to join the organization, allowing
developing countries to benefit from existing experience while larger countries
can assist in the prevention of attacks. Participation is also open to some
enterprises and research organizations.

Government programs and protocols. The government of a nation and its
citizens must prioritize cyber security for the country’s protection and
wellbeing. The government’s responsibility is to create extensive security
layers, IT regulations, and cyber security rules, as well as establish national
benchmarks for best practices. Because of what was mentioned before,
governments have established different programs and protocols to protect
citizen information.

In the case of the United States, the government assembled programs to
defend platforms from attacks, such as the National Cybersecurity and
Communications Integration Center (NCCIC) In 2009 and the DHS’s U.S.
Computer Emergency Readiness Team (US-CERT), programs that administer a
surveillance and notification system to function as the nation’s primary hub for
planning cyber response activities and preserving a national digital and
communications centralized repository, as well as offer responsive assistance
and cyber security for Federal Civilian Executive Branch (.gov) networks. To
resolve cyber threats and build efficient security measures, US-CERT also
works and distributes data with state and local governments, businesses, and
foreign organizations.

As for Europe, the European Cybercrime Centre (EC3) first started operations
in January of 2013. The Cybercrime Operational Assistance and Intelligence
Coordination Centre, located in The Hague, provides specialized technical



assistance and intelligence management to cybercrime prosecutions in the 27
European Union member states, using their experience and resources to
provide more thorough and focused countermeasures to online threats.

The law enforcement community, with the help of Europol and Interpol’s
European Cybercrime Centre (EC3), is also continuously working against
criminal organizations that distribute ransomware. In February 2013, the
Spanish police launched Operation Ransom, which led to the incarceration of
11 people for the manufacturing, development, and spread of this sort of
malware, as well as another 10 people for the financial aspect of the fraud. 

Interpol’s Digital Crime Centre opened its doors in Singapore’s Global
Complex for Innovation in 2014. Both institutes have placed a significant focus
on producing joint approaches that involve a wide spectrum of cybersecurity
sectors, including businesses, universities, and civil society organizations, as
well as government agencies.

The International Cyber Security Protection Alliance (ICSPA) has also joined
with EC3. It’s a program supported by David Cameron, the Prime Minister of
the United Kingdom, that links police forces and the online security market in
the provision of worldwide capacity-building and cybercrime mitigation. Under
the jurisdiction of the ICSPA, EC3 is heading Project 2020, which examines
situations that foreshadow the development of cyberattacks and aims to
educate the public, companies, and governments using appealing
awareness-raising resources such as films and cartoons. 

Cyber Threat Alliance. The Cyber Threat Alliance (CTA) is a
membership-based, non-profit program that focuses on cybersecurity
services. It now has 33 private-sector members divided into 3 levels, and it is
actively expanding its association to include cybersecurity businesses from all



over the globe that specialize in every aspect of the digital environment. The
CTA is also forming a variety of collaborations with CERTs, Information Sharing
and Analysis Groups (ISACs), similar nonprofits, and other agencies that are
not available for CTA affiliation.

The CTA was founded in 2017 by the companies Cisco, Fortinet, Palo Alto
Networks, and Symantec, is an independent, not-for-profit organization that
also includes AlienVault, Dragos, Check Point Software Technologies Ltd.,
Juniper Networks, Lastline, NEC Corporation, McAfee, NTT Security, Panda
Security, Radware, Rapid7, ReversingLabs, Saint Security, SecureBrain, SK
Infosec, Sophos, and NETSCOUT Arbor, Telefónica’s ElevenPaths.

Institute for Security and Technology (IST). The Institute for Security and
Technology is in charge of providing the necessary tools to control worldwide
cyber-security threats to companies or governments, the IST has three main
pillars that assist in order to enhance the quality of cyber-security, these pillars
are:

● Policy Lab; Analyses and researches about action plans or policies, and
recommends them to technology leaders and policy creators telling
them the importance of the combination of cyber-security and the
national security community.

● Tech Works; Creates real solutions from the analysis and research of the
Policy Lab, they create and prototype some functional solutions for the
problematics.

● Network for Global Security; Provides virtual, physical and comfortable
spaces to solve the national security and technological communities’
challenges.

This institution it’s been involved in the solution of cyber-security issues in



different occasions, creating alliances and projects, involving other
organizations, one of these coalitions is the Ransomware Task Force (RTF), this
is between the Institution for Security and Technology, government, and other
international organizations such as Amazon Web Services, McAfee, Microsoft,
and others. Its objective is to prevent Ransomware from happening because
this type of cyber-crime can cause physical negative reactions. The targets
can be schools, hospitals, governments or others. The Institute for Security
and Technology believes that this can be stopped if there is cooperation
between different sectors.

Another project that this organization has is the DDoS education project, this
project tries to inform as much people as possible about this type of hackers
with the intention of preparing everyone for any attacks, there is a virtual library
that everyone can access to educate themselves about DDoS, the agency is
also working on the translation of the library to other languages in order to
inform more people.

The Federal Bureau of Investigation (FBI) actions towards cyber-security.
The Federal Bureau of Investigation has a cyber strategy that was created in
order to impose serious repercussions to hackers who try to enter US
networks. They investigate intrusions and cyber-attacks to unmask the people
responsible. The FBI has also a task force with another 30-co leader agencies
called National Cyber Investigative Joint Task Force (NCIJTF); this task force is
arranged around different assignment centers depending on the cyber-threat.
The FBI also has squads that are specially trained to fight cyber-crime, teams
that have a fast response towards a big attack, CyWatch which is an operation
center that works all day and all the days of the year, a crime complaint center
to report any cyber-crime, and partnerships such as National Defense Cyber
Alliance (NCDA), and the National Cyber Forensics & Training Alliance (NCFTA).



Cybersecurity & Infrastructure Security Agency (CISA). This agency is a risk
advisor that works with other organizations in order to protect the Web against
today’s risks and is cooperating in the construction of a more secure network.
The CISA was founded in 2018 and changed its logo in April 2020; their new
logo represents the agency and its mission. This agency has partnered with
both public and private sectors to deliver the best technical assistance
possible.

CISA has done some things to stop cyber-crime, like collaborating with other
organisms such as the U.S. secret service that has an Electronic Crimes Task
Force that focus on recognizing and locating cyber-crimes that are related to
bank scams, data thefts, cyber-intrusions or any other related crimes, this
agency has contributed in the arrest of many cyber-criminals, the
Cybersecurity & Infrastructure Security Agency also collaborates with the U.S.
Migration and Customs Enforcement (ICE) and the Law Enforcement Cyber
Incident Reporting. This agency also has a public campaign
(Stop.Think.Connect.) to make people understand cyber-threats and make
them feel more comfortable around the internet. Stop.Think.Connect. offers
free information to anyone who needs it, it has also been partnered with
federal and local organizations to achieve the goal of spreading the
campaign’s message.

UN Actions

The United Nations (UN) have intervened in the online environment to improve
cybersecurity and reduce conflict-threats. A consensus report was agreed by a
UN governmental expert group on cybersecurity in 2011 to address cyber
threat risks by remarking international law, promoting international cooperation
as well as improvement of information and communication technologies (ICTs)
infrastructure, and increasing a culture of transparency and confidence.



Although it was published in August, the next year the former Secretary
General of the UN Ban Ki-moon appointed the group of experts from the five
permanent members of the UN plus Argentina, Australia, Belarus, Canada,
Egypt, Estonia, Germany, India, Indonesia, and Japan for a mandate from the
General Assembly addressing cooperative measures and existing potential
threats where ICTs may be involved.

The ECOSOC has demonstrated to have an active participation on cybercrime
issues, as can be seen in one of its functional commissions, the Commission
on Crime Prevention and Criminal Justice (CCPCJ). This commission focuses
on combating this problem with resolutions such as the resolution 26/4, where
aspects such as the criminalization, law enforcement, and other
legislation-related matters regarding committed cybercrime, along with
prevention of the same. In this resolution are recalled previous resolutions
relevant to its implementation for the decision to be more effective, for
example resolution 70/174 (December 2015) which recommended a study on
cybercrime and technical assistance and cooperation at international levels.

Addressing more specifically the General Assembly, a resolution on cybercrime
was adopted in the 73rd session (2018), named “Countering the use of
information and communication technologies for criminal purposes” to focus
more directly on the importance of these technologies in cybercrime, seeking
for international cooperation and technical assistance. Although this resolution
was broadly detailed in many aspects, it has encouraged a collaboration
environment for better resolutions to be adopted and potentially for a new
convention on cybercrime to be started, as suggested by the external affairs
minister Serguéi Lavrov. Moreover, in 2019 Russia submitted a draft
convention of the UN on cooperation in combating cybercrime, which despite
not taking a relevant position directly, generates ease to mandate a new treaty.



Regarding resolution 64/211 named “Creation of a global culture of
cybersecurity and taking stock of national efforts to protect critical information
infrastructures” and adopted by the General Assembly in 2009, the seeking of
recognizing global internet-behavior policies has been improved, clearly
establishing in this resolution the correct and rightful use of internet and
communication technologies for all users as well as stating responsibilities for
both citizens and state-organs. This resolution also analyzes personal
information and commercial law issues acknowledging relevance of the same
because of factors such as obsolete qualities and making sure that legal
procedures are respected.

The Cybersecurity and New Technologies Programme from the UN Office of
Counter Terrorism (UNOCT) seeks to prevent terrorist groups from using
internet and communication technologies to commit or incite terrorist or
cyberattacks. The programme also strives to improve state and private ties to
prevent and solve cyber issues. The Global Counter Terrorism Strategy is
another example of the UNOCT’s efforts, involving the Security Council (SC)
with resolution 2341 (2017), which incites the strengthening of international ties
with both private-sector and state stakeholders to focus on the prevention or
even response to terrorist cyberattacks if any take place, as well as the
reduction of the impact and the improvement of recovery from a cyberattack.

The Organization for Economic Co-operation and Development (OECD) has
also adopted an implementation plan of voluntary security guidelines in 2003,
which focuses on information systems and networks by the promotion of a
culture of security. Being the basis to the Resolution A/Res/57/239 adopted by
the General Assembly, the guidelines establish responsibilities for all internet
user categories, to the government for example, responsibilities vary from
becoming a model operator of the network to developing policies that reflect
the best practices in security management as well as risk assessment.



Moreover, the guidelines state the roles of businesses and civil society, such
as the contribution to a secure global system by respecting security
management principles, that although these shall be facilitated by the
government with awareness-rising practices, every individual user must keep
the initiative to collaborate. The collaboration of all participants is crucial for
the secure management of internet networks mainly because of prevention of
cyber threats, since the resolutions given to each participant category are
planned to work together, and this can be seen in the importance of
involvement not only of the government, but also of the private sector, as this
sector operates most of the network system-related infrastructure.  



Points to Discuss

1. Context
a. What are the risks that come with financial cyber threats?

i. Short, medium and long term
b. How has the government been involved with financial cyber

threats?
i. Countering threats
ii. State-funded attacks

c. COVID-19 and vulnerabilitySupporting actions to modulate
financial cyber threats

2. Repercussions
a. How does this affect the economy?
b. How has society been affected by this practice?

i. Delictive groups involved
ii. Imprisonments
iii. Increase of this practice
iv. Economic and security damage because of cyber financial

attacks
1. User data theft

a. Data protection and privacy
c. International economic loss due to financial cyber threats

i. Specific groups affected by financial cyber threats
ii. Impact on GDP

3. Prevention
a. What measures can be implemented in order to

modulate financial cyber threats?
b. Development of laws and other jurisdictions to control financial

cyber threats
c. Implementation of new ways against financial cyber threats



d. Possible review of legislation against financial cyber threats
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